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This is the first article of a two article series in which we try to work from the abstract level of [oT
reference architectures towards the concrete architecture and implementation for selected use cases. This
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first article will cover the definition of a more concrete and comprehensible architecture whereas the second
part will then apply this architecture to actual use cases.

We are at the edge of a new interconnected world. Under the name “Internet of Things” (IoT) or “Industry
4.0” companies are developing a new network of intercommunicating objects of our everyday life. The loT
interconnects the Things in order to exchange information to fulfill tasks for the users. Ideas of fridges
communicating not only with your smart-phone, but with the producer's server farm or an energy power
plant will soon become reality. Companies behind this new technology and communication boom come
from all industries - not only the big-data-software players like Google, Microsoft or Apple are heading in
this direction, also big insurance companies, peripheral device producers and car manufacturers are pushing
the IoT.

The key to enabling communication between all of these diverse “Things” is standardization.
Standardization, however, is easy to be claimed in a research environment, but difficult to be achieved in
the real world. Reference architectures are of great help for standardization, as they define guidelines that
can be used when planning the implementation of an IoT system.
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In order to achieve standardization it is necessary to create high level reference architectures like the one
defined by IoT-A. However, high-level reference architectures are difficult to understand because they are
very abstract. If you are in a consulting job you will see that it is impossible to show such high-level
reference architectures to actual customers in the industry.

We would like to go a step further and provide guidelines on how to substantiate a more concrete
architecture from the IoT-A reference architecture. The idea is to take the abstract [oT-A reference
architecture and create a less high level architecture out of it that can even be put into a “management
summary” — that’s what is happening in this article. Additionally we select some use cases and instantiate
our reference architecture for them to show the complete life-cycle down to the implementation of an actual
system within the IoT — that will happen in a follow-up article.

First things first, let’s define some terms:

e Thing: An object of our everyday life placed in our everyday environment. A thing can be a car,
fridge but can also be abstracted to a complete house or city depending on the use case.

e Device: A sensor, actuator or tag. Usually the device is part of a thing. The thing processes the
devices’ context information and communicates selected information to other things. Furthermore,
the thing can pass actions to actuators.
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There is a certain amount of “inevitable IoT components” that you will find (in one form or another) in
every loT reference architecture (as for example in Google’s Brillo, IoT-A or Z-Wave):

¢ Interoperability and integration components towards things and devices,

¢ Context aware computing techniques such as the definition of a context- and action-model as well as
the goal definition by rule engines.

e Security guidelines that range over the complete architecture.

In a way the current architectures for the IoT can be seen as a larger-scale version of Anind K. Dey’s
context toolkit. The context toolkit was designed on an application level, as it was designed for
Geographical Information Systems (GIS). In the IoT we have to extend the context toolkit towards the
intercommunication between things. However, the basic idea of goal, context information and resulting
actions remains in the IoT world.

Context
=

Information Goal(s) =

Action(s)

In the IoT world we don’t only define the goal on the user level (i.e. by application), but things themselves
can work towards certain goals without actively including the user. In the end the devices still serve the
user but they act autonomously in the background — which is exactly the idea of ubiquitous computing.

In order to get a better picture of the term “context” we will first introduce our context model and then
jump into the introduction of our reference architecture. Context defines the state of an environment
(usually the user’s environment) in a certain place at a certain time. The context model usually
distinguishes between context elements and context situation. Context elements define specific context,
usually on the device level. A context element can be for example a temperature value at a certain time and
location.

Context

Element
| I
| Location I High Level
| Time Context Cantext Sensor Context | Pl
| Al |
1 |
| l Agpgregated
| Temperature Humidity - | User Context L‘antge: .
| standardizable |

Hurman

User Feedback comifort Lrved

Location and time are context elements themselves, but they play a special role as they are needed to locate
sensor values in space and time. Without knowing where and when a temperature was measured the
temperature does not help much for making conclusions.
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Certain context elements can be standardized right away (e.g. a temperature value is already defined by a
double value and a measurement unit such as Celsius or Fahrenheit). Other context elements are application
specific (“thing-specific”) and cannot just be standardized right away. These elements are defined as “high-
level” context and require a mechanism to define them for each thing.

The context situation is an aggregation of context elements. The context situation is thus a view on the
environment in a certain location at a certain time.

Context Situa- metadata-metadata

tion Schema -
T 4 ; speciﬂes details
is described by 0.n >  meta-data B
1 ‘ ~0..n
. specifies details
Context }
Situation
/ l.n For Sensor Context the [~
" meta-data can for example
contains contain the unit the value
| was measured in.
0..n
Context
Element

As mentioned earlier, certain context elements can be standardized right away (because they are already
standardized) but others cannot (because they are use-case specific). In order to let a thing know, if it can
actually communicate with another thing a certain communication standard has to be agreed on. For this
purpose we introduce the context situation schema. The context situation schema defines what the thing is
capable of in ways of context.

You can drive the context model further and define certain “standard functionality” that has to be
introduced by everything and additional functionality that is to be defined by each thing as for example
done by the Z-Wave standard.

Similarly to the context model you can also define an action model that defines what things can trigger (e.g.
open a window, take a photo). Actions can only be triggered with the combination of context information
(e.g. a context situation) and defined goals. Goals are usually depicted as rules of a rule engine (e.g. IF
temperature > 25* THEN open window). Whenever a context situation is given to a thing the thing
evaluates if an action is to be triggered according to its defined goals (i.e. rules). Depending on the use-case
the context, action and goal model can be more or less complex for a certain thing. Some things might only
consume actions and won’t even produce context information, while others will publish context
information (or even goals) to be consumed by other things.

Now that we are on the same page about the role of context aware computing in the IoT we can jump right

into the definition of our Reference IoT Layered Architecture, short “RILA”. In the IoT context RILA acts
between things, devices and the user as shown in the following figure.

http://www.infoq.com/articles/internet-of-things-reference-architecture#anch 132916 8/32


http://www.z-wave.com/

2/8/2016 A Reference Architecture for the Internet of Things

Users

communicate with

Things

CECAr» Chouses>> L S

integrates U |
| communicates

communicate
confext

gaals [ actions

infarmation

contain

| provide trigger

seat] ~ context action
integrates information
|
Devices
: “ LELEENSOrES <<actuatorss cLtagss

RILA consists of 6 layers.Besides these layers there are two “cross-section-layers” that affect all other
layers, namely “Security” and “Management”.
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RILA

Application Integration

Thing Integration

Context Management
Management Security
Data Management

Device Management

Device Integration

Let’s take a look at each RILA layer and the component inside. We start from the bottom (Device
Integration) and work ourselves towards the top.

The device integration layer connects all the different device types and consumes device measurements as
well as it communicates actions (on device level). This layer can be seen as a translator that speaks many
languages. The output of the sensors and tags depends on the protocol they implement. The input of the
actuators is also defined by the protocol they implement.

DEVICE MANAGEMENT

DEVICE INTEGRATION

¥ L

Device discovery Device communication

! . ]

DRIVER COMPONENT

‘ TAG driver ‘ TAG driver

Sensar driver ‘ Actuator driver

L J ¥ ¥

TAG a6 SENSOR ACTUATOR

The device integration layer consists of three main components. The lowermost component is the driver
component which communicates with the different sensors, tags and actuators on low level, vendor
specific, communication protocols. It contains driver instances for every type of low level device known to
the system. The next component is the device discovery component. It can be triggered by two events, one
from the device management layer, which tells this component to add a new device and by the driver
component, which notifies this component in case a new device is added. Similarly the device discovery
also handles deregistration of devices. The last component is the device communication component. It is
the bridge between the device management layer and the driver component. This component decides which
driver is called when the device management layer addresses a device.

The device management is in charge of taking device registrations and sensor-measurements from the
device integration layer. Furthermore it communicates status changes for actuators down to the device
integration layer. The device integration layer then just validates that the status change (i.e. the action) is
conform with the actuator and then translates the status change to the actuator.
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Device registration Device communication

and
metadata enrichment

Measurements Actions

T Device registration Get Device State ! Device values 4 Action + actuater id

DEVICE INTEGRATION

The device management layer is in control of the devices in the way that it knows which devices are
connected to the system. Each change to a device’s registration as well as incoming measurement data has
to be communicated from the device integration layer to the device management layer, so the information
can be updated and stored. That way the device integration layer manages device registration (which
includes meta-data enrichment, as for example in which unit or frequency a sensor is sending data) and
device communication (take the actual measurements and pass them to the data management, as well as
pass actions down to the actuator-devices).

The data management can be seen as a central database that holds all data of a “thing”, but this is only one
possible implementation. For larger things within the system (e.g. a device life-cycle monitoring system
collecting data from other things) data management might be a data warehouse or even a complete data
farm. The implementation of the data management layer thus strongly depends on the use-case for the
specific thing.

CONTEXT MANAGEMENT
A
R Security Context | |Metrics
Info Situation
Y L
I > e Data
Data mining > Data storage « TR
A A
Device object Measurement object

DEVICE MANAGEMENT

The context management defines the central business logic within RILA and is responsible for six tasks:

1. Define the goals of the thing.

2. Consume the context situation(s) of other things

3. Produce the (own) context situation of the thing.

4. Evaluate the (own) context situation towards the goal.

5. Trigger actions that help to fulfill the goal according to the evaluated rules.
6. Publish context situations for other things.
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According to these tasks we can divide the context management into eight components as shown in the next
figure.
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Rule Engine & Artificial Intelligence (Al): Define and manage all of the rules necessary for context
evaluation. This includes the goal (which is basically as set of rules) as well as rules for creating the context
situation and actions.

Context Situation Integration Module: Listens to context situations of other things and integrates the
incoming context situations.

Action Integration Module: Incoming actions of other things are evaluated and passed on to the device
management layer by this component. Rules have to be considered, that define in which situations an action
received from another thing can be passed on for triggering an actuator.

Context Situation Creator Module: Collects data from the system and builds the context situation(s). This
can also be driven by rules.

Action Creator Module: Similar to the context situation creator module, action objects have to be created
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once triggered during rule evaluation.

Context Situation Publisher Module: Provide context situations to the thing integration layer. According to
the sophistication level of the implementation the context situation publisher can provide a set of context
situations for different things that are subscribed or one context situation for everybody. The context
situation publisher module has to take care of data permission levels towards other things. Only trusted
other things should receive selected context information. Furthermore this module has to take care of
defining the context situation schemas that are communicated to other things that want to subscribe. The
schema is used to evaluate whether a thing is capable of communicating with another thing.

Action Publisher Module: Similar to the context situation publisher module this module is responsible to
communicate actions to the thing integration layer to be communicated to other things. Additionally the
action schema(s) are managed by this component.

Context Evaluation Module: Evaluates the rules using the (current) context situation and triggers actions
that are communicated down to the devices or to the action creator module. The action creator module in
turn passes the created actions to the action publisher that communicates the actions to other things. One
way to simply evaluate rules is to build decision trees from the rules defined by the rule engine.

The concrete architecture and complexity of offered functionality strongly depends on the use case for the
thing under development. Especially the rule engine & artificial intelligence component might not have to
be very sophisticated for less intelligent things (e.g. a fridge). For things that collect context information
from other systems these components will, however, be very sophisticated. Higher sophistication can be for
example data science and data mining techniques.

The thing integration layer is responsible for finding other things and communicating with them.

Once two things found each other they have to undergo a registration mechanism. The thing integration
layer has to evaluate if the communication with the thing to be partnered with is possible. For this purpose
the context situation and/or action schemata have to be compared. These are provided by the context
management layer.

If the schema-match is evaluated positively, the thing can notify the other thing upon new context situation
or action creation. The context situations and actions to be communicated to other things are provided by
the context management layer.

The thing registration can be done in a central component or by the thing itself (e.g. auto-discovery network
scan).

| Thing II > Registry

[

THING INTEGRATION
discovery match communication
T Context situation t Action
CONTEXT MANAGEMENT

The application integration layer connects the user to the thing. Applications that are (directly) on top of
the RILA architecture are located here. The application integration can be seen as a service layer, or even as
a simple UI on top of the stack. The concrete implementation of the layer depends on the use case.
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At this point we are finished with the layers. Now let’s remember the cross-layer challenges and take a look
at security. When building an IoT system we have to consider security on all layers. Attack vectors have to
be identified in order to identify appropriate security standards.
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The following attack vectors can be identified:

User: The end user is a possible attack vector because it can affect the system either on purpose or without
its knowledge. One common attack of this type is a phishing attack, that attempts to acquire sensitive
information from the victim.

Web interface: If the application offers a web interface, then this can be subject to 'conventional' attacks
like SQL injection or XSS. OWASP (Open Web Application Security Project) created a list of the 10 most
likely attack scenarios against websites.

Thing: Smart devices often communicate with an external system via an app, which relies on a form of
operating system. The two main liabilities are the app itself which might not offer sufficient security
mechanisms or the operating system underneath that could be hacked or infected.

Low level hardware components: When considering hardware components and the security they provide,
one must take their computing power into consideration. The main liability is represented by low power
devices that simply do not have the required CPU power for secure encrypted communication. When
working with many sensors, one can eliminate the outliers to get an accurate picture but security cannot be
achieved. If the correctness of the data provided by the sensors is essential, then more powerful hardware is
required, increasing the cost of acquisition by an order of magnitude.
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Communication channels: Securing the communication channel depends on the protocol used. We will
discuss the protocols relevant for [oT and what they offer for securing their communication:

e RFID and NFC: Communication between tag and reader is wireless and can easily be eavesdropped.
Encryption of the data is therefore essential. The symmetric encryption algorithms that are today
considered sufficiently secure are 3DES and AES-128. When writing data to a new tag, the default
authentication key should be changed. The key management for the tags is done by the system that
controls the reader. RFID tags themselves are very diverse and security must also be taken into
account when acquiring them. The Mifare Plus tag for example is an upgrade from the Mifare Classic
tag, because it offers AES-128 encryption. The Mifare Classic tag uses a proprietary algorithm based
on a 48-bit key which was already cracked.

e Zigbee: the communication channel between a Zigbee device and the application is secure because
the algorithm used for encryption is AES-128. The initial key exchange on the other hand must be
considered insecure. When a new device is added to the network, the key is sent to the device in plain
text and can be found by sniffing, given the timing is right.

e Thread: the communication between two Thread devices is secured by an AES encryption. The key
establishment between a new device and the application is done in a secure way using a key
exchange algorithm.

Attack vectors can also be grouped into more technical attack vectors that target specific components of the
system. These are:

e Authentication

e Authorization

o Authenticity validation: signature for messages

e Key exchange mechanisms

e Encryption

o Configurations — can pose a security threat from bad to default configurations

e Third party libraries — may contain security breaches and well known exploits when not updated
e Network security

The security-triangle shows us the dilemma of choosing the right amount of security according to our use-

case.
Cost/Tech.
Capability

Business Security
Requirements Requirements

The security triangle somehow represents a compromise that occurs in every use case. You can only choose
one point inside the triangle that represents what you want or need in terms of security, cost and business
requirements. Let us give you some examples:

Example 1. Acme Bank builds a bank vault: It is crucial to use secure hardware for this use case, that
cannot be tampered with. In order to achieve maximum coverage on business and security requirements, the
costs will increase a lot.

Example 2: Farmer Billy Bob wants to get some shiny sensors to know how his crops are doing on his
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smartphone, but he does not need a lot of security. For now, farmer Billy Bob got his requirements fulfilled,
had small costs and can live happily. Well, at least until farmer Jimmy Junior’s son, Jimmy Junior Junior,
went to study computer engineering ...

So, finding the appropriate security measures throughout the complete architecture is always a tightrope
walk, as business requirements and costs often contradict with high security measures. Furthermore if can
happen that certain technical requirements restrict us from using the highest security measures, as for
examples low-power devices might not be able to accept a certain overhead when sending packages as this
would result in consuming more energy.

At this point we want to finish the introduction of our reference architecture. In this article we wanted to
show that it is possible to break down the IoT world to a more comprehensible level. Context aware
computing techniques help to make certain parts of this world more understandable. In a follow-up article
we will show how use cases can be derived from the RILA reference architecture introduced here to
provide a more complete picture on how RILA can actually help us with the implementation of 10T
systems.
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